CYBER COVERAGE
IMPORTANT: IT requirements for coverage to respond:

Good data, computer and network hygiene is critical for any business, the following minimum standards
are conditions of coverage:

= Enable and enforce multi-factor authentication for all remote network access for authorized
users and third parties.

= Engage in cyber awareness training on at least an annual basis.

= Have email scanning enabled for malicious links and attachments.

=  Weekly backups of data, stored offsite, and tested at least annually.

= |nstallation of critical patches, anti-virus software, and anti-spyware must be made within two
weeks of release.

= |nstallation and maintenance, and active monitoring within reasonable business practices, of
firewalls and endpoint protection.



