$170,000 LOST
AS LAWYER ACCEPTS FRAUDSTER'S
PHONY PAYMENT INSTRUCTIONS

TANA CHRISTIANSON,

Director - Professional Liability Claims Fund

Just before Christmas, a law firm acting on
a real estate purchase accepted payment
instructions by email.

The purchaser’s law firm received an email
from the seller's law firm, telling them to
disregard previous payment instructions and
instead pay by bank transfer to another one
of the firm’s trust accounts. The purchaser’s
lawyer followed the instructions in the email
and sent off the money.

Guess what? The money never got to the seller’s law firm. That email had not come from the seller’s firm. It
came from an email account that looked like the firm’'s email account. If the lawyer had looked more closely,
they would have noticed the email address was almost, but not quite the same as the other lawyer’s email
address (it had one extra letter). If they had read it a little more carefully, they might have wondered why
the language in the email was a little awkward and had grammatical errors. Also, they should have been
suspicious of the change in trust accounts. But the lawyer did not pick up on those red flags.

To avoid catastrophe, the lawyer did not have to do a forensic analysis of the email - all they had to do was
pick up the phone. When you get an email that gives you payment instructions, CALL. Every time. Without
exception. Call the other lawyer at the phone number already on the file or listed on the Law Society's
Lawyer Lookup. Ask “Did you just send me an email changing your payment instructions?” This is not an
imposition on the other lawyer’s time. This is the profession taking essential, cooperative steps to avoid very
substantial losses.

DO NOT accept payment instructions by email, ever.

" page 4


https://lawsociety.mb.ca/for-the-public/finding-a-lawyer/lawyer-lookup/



